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Y. Taigman, M. Yang, M. Ranzato, L. Wolf. DeepFace: Closing the Gap to Human-Level Performance in Face Verification.
IEEE Conf. on Computer Vision and Pattern Recognition (CVPR), 2014.
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Controlled Live Portrait Photos Faces In The Wild

Face Recognition Vendor Test (FRVT) Face In Video Evaluation (FIVE)
Part 2: Identification Face Recognition of Non-Cooperative Subjects 2017
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ALGO1:8603 success ALGO1:5967 falied ALGO1:5960 falied
ALGO2:88 success ALGO2:- Error ALGO2:0 falied
ALGO3:0.87 success ALGO3:0.78 success ALGO3:0.76 success

MIA'¥N 2NN 019 'N'T

gﬁ = JNAWT12"0

Bl 7072700 wn



1. # people

1 person

2 persons

2. Example photos 3. Name of error

False Negative

False Positive

4. Cause of error

Poor photography
and algorithm
intolerance of it.

Algorithm response,
occurs even with
pristine images

5. Who is affected?

s

Underexposure of dark skin,
reduces information

Tall or short people, with
fixed height camera, gives
head pose “pitch” problem

In the young

In women

In ethnicities “unknown” to
the algorithm

Generally: In groups that are
under-represented in the
training data.

6. Mitigation

1. Fix photography

2. Use amore
accurate
algorithm

1. Replace the
algorithm with
a new edition

2. Raise the
threshold to
suppress false
positives in the
most affected
demographic

Demographics: Two classes of demographic effect LNA=11

15



Magnitude matters: Age x Age for six countries

FMR on

Algorithm:

imperial_002

Threshold:

1.381120

Dataset: Application
Nominal FMR: 0.000030

Polish males log10 FMR
1in 30000 POLAND MEXICO INDIA KENYA NIGERIA CHINA 0
(65—99] - —6.00 -6.00 -527 -440 -4.04 . _-6.00 -5.19 -4.08 -3.23 -2.84 = _-6.00 -559 -467 -359 -3.04 = _-6.00 -4.98 -427 -3.26 -2.74 . _-6.00 -4.87 -4.07 -3.19 -261_ _-533 -4.72 -3.71 -2.70 -2.27 | X
-1 FMR 1in 10
a (50—65] - —6.00 -422 -431_. _-522 -426 -337 -307 -320 . _-551 -470 -4.05 -3.51 -356_ _-6.00 -432 -360 -331 -317 . _-5.18 -4.12 -3.50 -3.10 -3.14 . _-4.70 -3.96 -3.18 -2.68 -2.72 .
g =
=)
(o)) (35_50] - —6.00 470 -5.02 . _-424 -353 -3.15 -336 -398 _ _-4.76 -3.74 -358 -4.04 -479 . _-441 -3.57 -3.40 -3.61 -3.86_ _-463 -365 -3.33 -344 -391 _ _-3.88 -3.27 -299 -3.13 -3.73 | ‘; -2 FM R 1 in 100
S g
< (20_35] - —5.00 -451 -472 -575 -6.00  _-335 -3.20 -3.55 -431 -529 . _-405 -3.63 -3.76 -469 -563 = _-3.78 -351 -365 -418 -532 . _-415 -3.60 -3.65 -4.12 -456 _ _-3.06 -296 -3.26 -3.94 -4.87 _
(12_20] - —3.99 -466 -6.00 -6.00 -6.00 _-290 -3.34 -425 -490 -584 _-286 -4.01 -479 -591 -6.00 _-266 -361 -436 -484 -6.00_ _-3.51 -412 -463 -521 -6.00  _-252 -3.08 -396 -4.70 -5.31 | -3 FM R 1 In 1000
(65—99] - —6.00 -591 -5.03 -349 -302  _-538 -491 -365 -2.76 -222 _-477 -464 -372 -236 -196 _-398 -428 -355 -232 -187  _-554 -424 -341 -239 -186 _-4.21 > -4 FMR 1 in 10000
(50—65] - —6.00 -549 -429 -356 -353 _ _-466 -394 -3.02 -268 -2.79  _-465 -3.88 -3.18 -234 -234 _-408 -351 -296 -229 -218 _-458 -3.60 -3.00 -250 -243 _-407 -341 -258 -195 -197 -
o .
5 -5 FMR 1 in 100000
(35 50] - =537 -450 -412 -428 -502 . _-396 -345 -296 -3.10 -3.76 . _-3.92 -3.31 -3.12 -320 -3.75_. _-354 -306 -290 -293 -3.31 . _-3.86 -3.19 -292 -299 -350 _ _-362 -3.00 -256 -2.61 -3.19 “,’
= m
3
20-35] = -457 -437 -456 -546 -6.00 _-320 -3.15 -341 -404 -496 . _-3.46 -3.18 -3.33 -3.88 -466 . _-3.02 -3.01 -3.13 -353 -394 . _-351 -3.19 -3.23 -3.64 -448 . _-3.05 -2.90 -2.98 -3.46 -4.14 o . .
(20-35] -6 FMR 1 in 1 million
(12_201 - 410 -465 -530 -6.00 -6.00 . _-279 -3.19 -3.86 -462 -525_ _-282 -345 -388 -475 -531_. _-232 -298 -357 -414 -438 . _-314 -351 -3.89 -431 -487 . _-263 -3.07 -3.61 -4.06 -4.41
i i \ | | \ \ i i \ \ \ i i \ \ \ i i i \ \ i i i \ \ i i ]
/'LG\ /rbc.')\ /60\ /Q)‘J\ /g‘B\ /'LG\ /'56\ /60\ ,66\ /g‘B\ /'LQ\ /,56_-,\ /c_)Q\ /Q,‘.)\ /gg\ /rLQ\ /Q,‘:)\ /69\ /Q,‘.)\ /gg\ /rLQ\ /'56\ /c_,Q\ /66\ /gg\ /'LQ\ /rgf.)\ /60\ /‘66\ /gg\
T @@ P T @ F @ P @ Y@ T & @
Demographics of impostor and enrollee
~ A
FMR~1in 30
Summary Stat. #1: Maximum / Minimum ~ 1000 on Chinese
Summary Stat. #2: Maximum / Geometric Mean: ~ 43 women > 65

NST
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Forbes

Clearview Al, The Company
Whose Database Has Amassed
3 Billion Photos, Hacked

How worried should you be by the

BioStar 2 breach that leaked 1
million people’s biometric data?
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REAL TIME CRIME CENTER
Facial Identification Section NN N'7 viNn'v)

Celebrity Comparison
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On the left: a slide from the NYPD FIS describing its "celebrity

comparison' technique. On the right, a photo of Woody Harrelson. (Source:
left, NYPD; right, Gabriel Cristover Pérez/LB] Presidential Library.)
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