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4 Charles Auffray et al., Making sense of big data in health research: Towards an EU action plan, Genome Medicine
8:71(2016).

5 Stuart A. Scott, Personalizing medicine with clinical pharmacogenetics, Genet Med. 13(12), 987-995 (2011).

6 Waullianallur Raghupathi, Viju Raghupathi, big data analytics in healthcare: promise and potential, Health
Information Science and Systems 2:3 (2014).

7 Back in the year 2011, a report of the McKinsey Global Institute estimated the value big data could potentially create
in the U.S. healthcare system alone to over $300 billion per year with more than one third coming from cost
reductions. See J. Manyika, M. Chui, B. Brown et al., big data: The Next Frontier for Innovation, Competition, and
Productivity, McKinsey Global Institute, (2011),

https://www.mckinsey.com/~/media/ mckinsey/business%20functions/ mckinsey%20digital/our %20insights /big%20da
ta%20the%20next%20frontier%20for%20innovation/mgi_big_data_exec_summary.ashx.

8 Stephen Naylor, Jake Y Chen, Unraveling human complexity and disease with systems biology and personalized
medicine, Personalized Medicine 7 (3), 275-289(2010).

9 William Nicholson Price Il., big data, Patents, and the Future of Medicine, 37 Cardozo Law Review, 1401-1454 (2016),
names precision medicine as an opportunity to " potentially save billions in wasted or inappropriate medical care".
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10 vaniv Erlich, Tal Shor, Itsik Pe’er, Shai Carmi, Identity inference of genomic data using long-range familial searches
Science,11 Oct 2018: DOI: 10.1126/science.aau4832;
http://science.sciencemag.org/content/early/2018/10/10/science.aau4832

11 Tim Mullahy, Privacy Law Is Growing More Extensive —Here’s What That Means For Healthcare, Tripwire
(3/14/2019,11:59 PM), https://www.tripwire.com/state-of-security/healthcare/privacy-law-healthcare/.

12 Annie Qureshi calls a healthcare data breach "one of the most violating types of data breachesone can encounter",
see Healthcare Data Breaches: What Are the Risks? (3/14/2019,1:20 PM),
https://www.healthworkscollective.com/healthcare-data-breaches-what-risks/

13 The Stanford Medicine 2017 Health Trends Report, Harnessing the Power of Data in Health, points out the potential
of data for health care, see https://med.stanford.edu/content/dam/sm/sm-
news/documents/StanfordMedicineHealthTrendsWhitePaper2017.pdf.
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14 Determann, Lothar, Healthy Data Protection (March 21, 2019). UC Hastings Research Paper No. 349. Available at
SSRN: https://ssrn.com/abstract=3357990
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18 »privacy by Design The 7 Foundational Principles” Implementation and Mapping of Fair Information Practices Ann
Cavoukian, Ph.D. Information & Privacy Commissioner, Ontario, Canada https://iab.org/wp-content/IAB-
uploads/2011/03/fred_carter.pdf
19 General Data Protection Regulation (EU) 2016/679 (GDPR) Article 25
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https://www.defense.gov/explore/story/Article/2006646/defense -innovation-board-recommends-ai-ethical-
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22 EU General Data Protection Regulation 2016/679 ("GDPR"), Recital 33 Consent to Certain Areas of Scientific
Research: "It is often not possible to fully identify the purpose of personal data processing for scientific research
purposes at the time of data collection. Therefore, data subjects should be allowed to give their consent to certain
areas of scientific research when in keeping with recognised ethical standards for scientific research."
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